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1. ®OHJ] OIEHOYHBIX CPEJCTB JJI1 IPOMEXYTOUYHOM ATTECTAIIUA

@oHJT OLEHOYHBIX CPENICTB IS MPOMEKYTOUHOM arTectanuu no aucuumimae OI'CI.04
HNHocTpaHHbI| A3BIK B IPO(ecCHOHAIBLHOM eI TeJIbHOCTH BKIKOYACT:

- TepedYeHb KOMIIETCHIIMH C yKa3aHUEM 3TarnoB HUX (OPMHPOBAHHS B TMPOIECCE OCBOCHHS
00pa30BaTeNbHOM IPOrpaMMbl;
- OIIMICAaHME IIKaJl OIlCHUBAHUSI;

TUIIOBBIC KOHTPOJIBHBIC 3adaHWs HWJIIM HWHBIC MAaTCpUalibl,

HEeOOXOIUMBIE JUIS OLIEHKHU

pe3yabTaToB OOydeHHs (MPOMEKYTOYHOM aTTeCTalliH) 1O JIUCHUUILIMHE, XapaKTePU3YHOIINX
dTambl (POPMUPOBAHUS KOMIETCHUIWH W (WJIM) JUISI UTOTOBOTO KOHTPOJSI CHOPMHPOBAHHOCTHU
KOMIIETECHIINH.

2. MEPEYEHb KOMIIETEHIIMM C YKASAHUEM 3TAIIOB X ®OPMUPOBAHMUSI
B ITIPOLIECCE OCBOEHMSA OBPA30BATEJBHOM ITPOT'PAMMBI

Pabouas mporpamma aucuurumael OI'C3.04 MHOCTpaHHBINA S3BIK B TPOQEeCcCHOHATBHON
JeSITebHOCTH OIpEJeIisieT NepeuyeHb IUIAHUPYEMbIX pPe3yJIbTaTOB OOy4eHHUs IO JAUCLUILIUHE,
COOTHECEHHBIX C IUITAHUPYEMBIMHU Pe3yJIbTaTaMUA OCBOCHHS 00pa30BaTEIbHON MPOTPaMMEI.

HanmenoBanmne KOMIICTCHIIN

[Tnarupyemblie pe3ynbTaThl 00yUeHUS

Koz (nnanupyemsbie pe3ynbTaThl ocBoenus OIl) 11O AHCIHIIITIC, XapaKkTCPH3yIOTie
sTanbl GopMUPOBAHUS KOMIIETCHIIUU
O0mme KOMIeTeHUMHU B o01acTi 3HAHUS U IOHUMAHMSA
(A)
Br16upats criocoOb! perienust 3a1a4y
OK 01 | npodeccrnoHanbHOM NESTENbHOCTH IPUMEHUTENBHO [ 3uatrs  jexcrmuecKumil (1200-1400
K Pa3JINYHBIM KOHTEKCTaM. SO e MHII) -
Hcronp30BaTh COBPEMEHHBIE CPEICTBA ITOMCKA, FpaMMaTquCEHﬁ MUHUMYM,
aHaJM3a ¥ UHTepIpeTanyu, HHGopMaum u HEOOXOJUMBIN Ul YTEHUSI U IIepeBoJa
OK 02 | yaopmarmonHble TEXHOTOTUHU IS BHIMTOIHEHHUS (co crmoBapem) MHOCTPAHHBIX TCKCTOB
3a1a4 Ipo(eCCHOHATBLHOMN NEATENBHOCTH. PO eCCHOHATLHO HATPABJICHHOCTH.
D¢ heKTUBHO B3aUMO/ICHCTBOBATh U pabOTATh B B 00.1acTH MHTEIEKTYAJIbHBIX
OK 04 | KOJUIEKTHUBE U KOMAHJE. HaBbIKOB (B)
OcymiecTBIATh YCTHYIO U TUCHbMEHHYIO YMerth: o01marscs (yCTHO U
OK 05 | KOMMYHHKALHIO Ha FOCYapCTBEHHOM S3bIKe MUMCbMEHHO) HA HHOCTPAHHOM SI3bIKE
Poccuiickoii @enepaiuu ¢ yueToM 0COOCHHOCTEN Ha npodeccHoHaIbHbIE U
COLIMATILHOTO U KYJBTYPHOTO KOHTEKCTA. MIOBCE/IHEBHBIE TEMBI; IEPEBOAUTSH (CO
CJIOBapeM) HHOCTPAHHBIE TEKCThI
npodeccuoHanbHOM HalPaBJIEHHOCTH;
. . | CaMOCTOSATENBHO COBEPUIEHCTBOBATH
[Tonp3oBaTbest NpodeccnoHaIBHON TOKyMEHTaIel
OK 09 YCTHYIO U IMCBMEHHYIO peyb,

Ha roCy1apCTBCHHOM M MHOCTPAHHOM A3BbIKAX.

IIOIIOJIHATH CJ'IOB&pHLIfI 3ariac.

B paGoueit mporpamme aucuumiuHael OI'C3.04 MHocTpaHHBIN $3bIK B MpPOQecCHOHANTbHON

ACATCIIBHOCTH

ITAIIbI OOPMUPOBAHUA

TEMATUYCCKUM IIJIaHOM.

KOMIETEHIIUNA OIIPEIETICHBI




3. OIMCAHHME HIKAJI OHEHUBAHUSA

[Ipu npoBeneHUM NPOMEKYTOUHOM aTTECTAlUd B KOJUICKE HCIOIB3YIOTCS TpaJUIIMOHHbBIC
(bopMBI aTTeCTAlINU:

DopmMa NPOMEKYTOUYHON ATTECTALUMN HIkana oneHnBanus

KonTposbnas padora "3auTeHo",
"He3a4yTeHo"

3AYET "3ayTeHo",
"He3ayreHo"

9K3AMEH "oTHu4HO",

"xopoio",

"y 10BIETBOPUTEIBHO",
"HEYI0BJICTBOPUTEIIHHO"

4. TAMOBBIE KOHTPOJILHBIE 3A TAHUS JIA MHBIE MATEPHAJIBI,
HEOBXO/IUMBIE J1J151 OIEHKHU PE3YJIbTATOB OBYYEHMSI
(MMPOMEXYTOUYHOM ATTECTAIINUM) IO JUCIHUATIINHE,
XAPAKTEPH3YIOIIHUX DTAIbI ®OPMUPOBAHMUSI KOMIETEHLUN U (MJIN)
JUISI UTOTOBOI'O KOHTPOJISI COOPMUPOBAHHOCTU KOMIIETEHLIUU

4.1. lIpuMepHbIii NepeyeHb BONMPOCOB K 3a4eTy I OLICHUBAHUS PE3yJIbTaTOB OOY4YEHUS B

sune SHAHUM (OK 02, OK 05).
111 CEMECTP
Ipuuacrue nepsoe (Participle 1). IlpuuyacTue BTopoe (Participle 11)

Orser:

[Ipruactue B anrimiickom si3bike (Participle) — 310 HemuuHas ¢dopma riarosia, KOTOpas
coyeTaeT B ceOe MPU3HAKH TJIaroJia, MpuiIaraTeIbHOTO U HapedHs.

Cy1ecTByeT /1Ba MPUYACTHS B aHTTIUICKOM SI3bIKE:

1) IMpuuactue Hacrosiero Bpemenu (Participle | / Present Participle). O6o3nauaer neiicTaue,
IpOMCTEKalolee OJHOBPEMEHHO C JIeHiCTBHEM, BBIpaXKEHHBIM CKazyeMbIiM. OOpa3syercs npu
TIOMOIIHM OKOHYaHHUS -INg.

2) Ipuuactue npomexamiero Bpemenu (Participle II / Past Participle). Otpaxkaer 3akOHYCHHBIH
NIPOIIECC U COOTBETCTBYET PYCCKOMY CTpanaTelbsHOMY npudactuio. OOpasyercs Tak ke, Kak
BpemeHHas popma Past Simple, To ecTb npu momory okoHuaHusI -ed.

[Tpryactue HACTOSIIEr0 BPEMEHH B MPEIIOKECHUHM MOXKET BBHINOJIHATH POJIb OMPEICTICHHS
(crouT mepen CYyLIECTBUTENBbHBIM WM TOCIE HEro) W obcrosrenbcTBa (oOpasza nedCTBHSA,
NPUYHHEL, BpeMeHH). [IpudacTre mpomeaniero BpeMeH! TakKe MOXKET OBITh OTpe/IeTICHUEM U
00CTOSITENHECTBOM (YacTO C MPEAMIECTBYIOIUMHU COr03aMu when, if, unless).

Kpome Toro, mpuuactue BXOIUT B COCTAB CIIOKHBIX TJIATOJNIBHBIX (DOPM W HCIIONB3YETCs B
00pa30BaHUM Pa3IMYHBIX BPEMEH B aKTHBHOM U TTACCUBHOM 3aJI0Te.




CrpanareabHblii 3a0r (Passive Voice)

OtBer:

CrpangaTenbHbli  (MACCUBHBIN) 3aJ0r B  aHIJIMMCKOM SI3bIKE — 3TO TIpamMMaTHYecKas
KOHCTPYKLHS, KOTOpas HCIOJb3yeTcs B clydasX, KOrjJa TOT, KTO COBEpIIaeT JAeWCTBUE, HE
W3BECTCH WM HE BAXKCH.

HexkoTopsie citydan UCIIONIb30BaHUS CTPAIaTEIbHOIO 3aJI0ra!

OrcyrcTBue wucnonHUTeNs. [lacCUBHBIM 3alor NPUMEHSIOT, €CIU HEU3BECTeH TOT, KTO
COBeplIaeT JEWUCTBUE, WM ITO HE MMEET HUKAKOro 3HadeHHs. Takke HCIOIHHUTEIh MOXKET
OBITH MOHATEH U3 KOHTEKCTA.

JeiicTBre BaykHee MCTIONHUTENS. Takas rpaMMaTH4ecKas KOHCTPYKIIMS 4acTO MCIOJIb3YeTCs B
HOBOCTHBIX 3aroJIOBKaxX, OOBSBICHUSX, JCIOBBIX THChbMAX, CTAaThiX, peKIaMe WIn
UHCTPYKLHUAX, IOTOMY YTO aKIEHT JIeJIaeTCsl Ha IEHCTBUY, a HE HA TOM, KTO €r0 UCIOJHSET.
s mocTpoeHus NpeiyioKEHUI B CTPAAATENIBHOM 3JI0I€ HYKHO:

1) ITocraBuTh MpeaMeT/4enoBeKka, HaJ KOTOPBIM COBEpINACTCs JCHCTBHE, HA TMIEPBOE MECTO B
MIPETOKCHHH.

2) Ha BTopoe MecTO MOCTaBUTh I1arof to be B Hy)KHOM BPEMCHH.

3) Camo neiicTBue (ry1aroi), KOTOpOE COBEPIICHO Haja JCHCTBYIONIMM JIMIIOM, MOCTaBHTH B
mpoluieiee Bpems.

4) Ecnu HY)XKHO YTOYHHTH, KTO WJIM YTO CTAJIO0 NMPUYMHON JCHCTBHUS, CICAYET HMCIOJIb30BaTh
npemtoru by u with. Hanmpumep: The books about Harry Potter were written by J.K. Rowling
— Kuuru o IN'appu Ilotrepe 6bun Hanucansl [>xoan Poynunr.

5) Eciu ske HY)KHO COOOIIUTh O TOM, YTO JACHUCTBHUE COBEPIIACTCS MPHU MOMOIIN MPEIMETa U
opyaus, ClIeayeT UCoiabp30oBaTh npeator with. Hampumep: The picture was drawn with pencil
— Kapruna 6pu1a HapricoBaHa KapaHIAIIoOM.

CrpamarenpHBId 3a70T OOJBIIE XapaKTepeH /Ui MUCBMEHHOW pedd, HAy4YHBIX TEKCTOB,
KaHIIETSIPCKOTO SA3bIKA.

IV CEMECTP
Nudunutus (The Infinitive)

OrtBer:

NH(pUHUTUB B aHITIMHCKOM S3bIKE — 3TO HeompenenéHHas u Oe3nuuHas ¢opma riaroia,
KOTOpasi OTBEYAET Ha BOMPOCHI «UTO JIENATh?», «4TO CAETATH?».

WNHpUHUTUB BBIpaXKaeT NCHWCTBHE, HE YKa3biBas Ha JMIO U 4yucio. [Ipumepsr: to learn (yuuts,
u3y4ars), to travel (myrerectBoBats), t0 Speak (roBopuTh).

OtnuuutenbHas yepta MHQUHUTHBA — yacTula t0, KoTopas cTouT nepes raaronom. OmHako
uHorja 0 MOXKET OmycKaThes, Takol HHOGUHUTHUB HasbiBaroT bare infinitive («romsrit»
UH(QUHUTUB).

B aHrnmiickoMm si3pike Y HHOUHHUTHBA YE€THIPE (POPMBI:

1) Simple (mpocrast). Mcnonb3yeTcs s 0003HAYCHUS JCHCTBUS B HACTOSIIEM M Oyayliem
BPEMEHU.

2) Continuous (mmurenbHas). YmoTpedasercs st 00O3HAYCHHS JUITMTEIBHOTO JICHCTBHS,
KOTOPOE MPOUCXOTUT OJJHOBPEMEHHO C IEHCTBHEM, BEIPRKEHHBIM TJIar0joM B JIMYHOH (hopMme.
3) Perfect (nmepdexrtHas, coBepiieHHas). YmorpeOssercs s 0003HAUYEHUS JICHCTBHS,
NPENIECTBYIONIETO ISHCTBUIO, KOTOPOE BBIPAXKEHO TJIarojoM B JIMYHOH (opme.

4) Perfect Continuous (mepdekTHas miuTenbHas). YorpeOiseTcs Ui BIPaKCHHs IEHCTBUS,
KOTOpPO€ HAa4YaJIoCh PaHBINE JEHCTBHS CMBICIOBOTO TJIarojia, JUIMIOCh Ha MPOTSHKEHUH KaKoro-
TO BPEMEHU U, BO3MOHO, BCE €€ JITTUTCS.

WNHQUHUTHB MOXKET BBITIOJHATH B MPEUIOKECHUN (PYHKIMH MOJJIEKAIIET0, YaCTH CKa3yeMoro,
IPSIMOTO JTOTIOJTHEHHUS U 00CTOSTEILCTBA TICITH.



I'epynamii (The Gerund)
OrtsBer:

[epyHnuii B aHTTTUHCKOM s13bIKE — 3TO Oe3nmmuHas opma riarosia, KOTopas coderaeT B cebe
NPU3HAKH CYIIECTBUTEILHOTO U riaroja. OH Hec€T B ceOe 3HaUeHUe HEKOTO MPOoIecca.

Jist  oOpazoBaHusi TepyHIUs HeoOXoaumMo 100aBUTh OKOHYAaHWE -ing K TJaroiy B
Heonpenenéunoit ¢popme. Hanmpumep: to think (mymars) — thinking (pa3mbinienue), to sing
(metp) — singing (meHue).

B anrmmiickom si3bike ecTh JiBe (hopmbl TepyHAus — mpocTas (Simple) u nmepdextnas (Perfect).
[Ipocrass ¢dopma wucmonb3yercst sl JACHCTBHS, KOTOPOE MPOUCXOJUT OIHOBPEMEHHO C
JeicTBUEM Iiarona-ckazyemoro. [lepdekTHas ¢opma repyHIUs HCIONB3YeTCs JIs EHCTBHSA,
KOTOPOE MPEIIECTBYET IIaroiy-cKazyeMomy.

[epyHanii MOXET BBINOJHATH (YHKIIMU IOJUICKAIIETO, JOTOJIHEHUS U OOCTOSTENILCTBA B
NPEUIOKEHUH.

V CEMECTP
What is IBM (International Business Machines)?
Otser:

IBM (International Business Machines Corporation) is a multinational technology company
headquartered in Armonk, N.Y. It was founded in 1911 as the Computing-Tabulating-Recording
Company (CTR) and was later renamed to IBM in 1924. IBM is one of the world's largest IT
companies, with operations in over 170 countries.

IBM is known for its hardware and software products, including computers, servers, storage
systems and networking equipment.

/IBM (International Business Machines Corporation) - MexmyHapomHas TEXHOJOTHYECKas
KOMIIAHHS CO IITaG-KBapTHPOi B Apmonke, mtat Heto-Hopk. Ona 6bima ocHoana B 1911 roy
kak Computing-Tabulating-Recording Company (CTR) wu mo3xke, B 1924 romy, ObLia
nepernmeHoBana B IBM. IBM - onna u3 kpynueiinmx B Mupe M T-komnanuii, paboTatomias Oosee
yeM B 170 cTpaHax.

IBM wu3BecTHa CBOMMHM ammapaTHBIMH U MPOTPAMMHBIME TPOAYKTAMH, BKJIFOYAS KOMITBIOTEPHI,
CepBEepbI, CUCTEMbI XpaHEHHsI IAHHBIX U ceTeBOe 00opypoBaHue./

Facts from the History of Computers
OtBeT:

The history of computing is an interesting journey that begins with the invention of the abacus in
3000 BC. It followed by the invention of mechanical calculators in the year 1617. Zeroth, first,
second, and third generation computers invented between the year 1642 till 1980. The period
beyond 1980 till the present day is marked by fourth generation computers. Fifth
generation computers are still under research and development phase.

IBM PC architecture.

[VicTopusi BBIYMCIUTENILHON TEXHUKH - 3TO WHTEPECHOE MYTEIIECTBUE, KOTOPOE HAYMHAETCS C
u3zo0perenuss abaka B 3000 romy 1m0 Hamed 53pbl. 3a 3TUM IOCIEAOBAIO H300peTeHHE
MEXaHMYECKUX KalbKyJsTopoB B 1617 romy. KommbroTepbl HyJaeBOro, mepBOro, BTOPOTO H



TPEThEro MOKOJeHHH Obuth M300peTeHsl B nepuoa ¢ 1642 mo 1980 rox. Ilepuon mocne 1980
rojga 1 110 ceit ACHb OTMCYCH IOSABJICHUCM KOMIIBIOTCPOB UCTBCPTOI'O IMMOKOJICHHA. KOMHBIOTepBI
MSTOTO MOKOJICHUS BCE €I11€ HaXOSATCs Ha CTaJAUU UCCIIeI0OBaHU U pa3paboToK.

VI CEMECTP
Constants and Operands. KonctanTsl n1 Onepanabl
OTtgert:

Constants in programming are values that remain fixed and cannot be changed during program
execution. They are calculated at compile time, and their values are replaced directly in the code.
Operands in programming are constants, identifiers, strings, function calls, index expressions,
component selection expressions, or more complex expressions. They are formed by combining
operands with operators or enclosing operands in parentheses.

If all the operands of an expression are constants, it is called a constant expression.

/KoHCTaHTBI B MPOrPaMMHUPOBAHUU — 3TO 3HAYCHUS, KOTOPHIC OCTAIOTCS (UKCHPOBAHHBIMU U
HE MOTYT OBbIThb U3MEHEHbI BO BpPEMsI BBINOJIHEHUs MporpamMmbl. OHM BBIUUCIISIOTCS BO BpeMs
KOMIIWISILIMY, U UX 3HAYEHUS 3aMEHSIOTCSI HEMOCPEICTBEHHO B KOJIE.

Onepanzipl B HPOrpaMMHUPOBAHUM — 3TO KOHCTAHThI, HACHTU(MHUKATOPHI, CTPOKH, BBI3OBBI
(GyHKIUMI, BBIpA)KEHUS HWHAEKCOB, BBIPAKEHUS BbIOOpAa KOMIIOHEHT WM 0oJiee CII0KHbIE
BelpakeHUs. OHM  (QOpMUPYIOTCS KOMOMHUPOBaHMEM OIEPaHIOB C OIlEepaTopaMH WIU
3aKJIFOYEHHUEM OIIEPaH/I0B B CKOOKH.

Ecnn Bce omepaHabl BbIpQXEHUS SBISIOTCS KOHCTAHTaMHM, OHO HAa3bIBAeTCsl KOHCTAHTHBIM
BBIPKCHUEM. /

Hyper Text Markup Language. fI3bIk runepTeKkcToBOil pa3MmeTkn
Ortsert:

HTML (from the English HyperText Markup Language — "hypertext markup language™) is a
standardized hypertext markup language for documents for viewing web pages in a browser.

It is needed to place elements on a web page: text, pictures, tables and videos. HTML provides
tools for creating headings, paragraphs, lists, links, citations, and other elements.

/HTML (ot aura. HyperText Markup Language — «sI3bIK THIIEPTEKCTOBOM PasMETKU») —
CTaH/IaPTU3UPOBAHHBIN SI3BIK TUTICPTEKCTOBOM pa3MeTKH JJOKYMEHTOB JIJIsl IPOCMOTpa BeO-
CTpaHUIl B Opay3epe.

OH HyXeH, 4TOOBI pa3MeniaTh Ha BeO-CTpaHMIIE JIEMEHTHI: TEKCT, KAPTUHKH, TAOJTUIBI U BHJIEO.
HTML npenocraBisieT cpeacTBa Ui CO3JJaHMs 3ar0JI0BKOB, a03aIleB, CIIICKOB, CCHUIOK, IIUTAT U
JIPYTUX 3JIEMEHTOB. /

VII CEMECTP

The main areas of application of computers

OTtBerT:

Computers are mainly used for performing data processing tasks, maintaining citizens’ details,

budgeting, security controls, and many more operations. Other common uses of computers are
found in city planning, infrastructure designing, traffic control, law enforcement, travel, and



tourism. In defense, computers play an important role in the design, development, and launch of
missiles, rockets, satellites, etc.

/KoMIibtoTepbl B OCHOBHOM HCIIOJIB3YIOTCS JIJIsl BBIIOJTHEHUS 3a/1a4 110 00pa0OTKe TaHHBIX,
BEJICHUS JIMYHBIX JIEJ FPaXKAaH, COCTaBICHUS Or0/IKeTa, KOHTPOJIs 0€30MacHOCTH U MHOTHX
Ipyrux omnepanuil. KoMiproTepsl Takke MHUPOKO UCIOIB3YIOTCS B TOPOJICKOM INIAHUPOBAHUH,
MPOEKTUPOBAHUU MH(PACTPYKTYPHI, YIIPABICHUH JOPOKHBIM JIBUKEHUEM, 00€CIICYCHUH
IPaBOMOPSIKA, MMy TEIIECTBUAX U Typu3Me. B chepe 000pOoHBI KOMIBIOTEPBI UTPAIOT BAXKHYIO
pOJIb B MPOSKTHUPOBAHKH, pa3pabOTKe U 3aIyCKe PaKeT-HOCUTENCH, CITyTHUKOB U T.11./

Computers of Tomorrow

OTBert:

The computer of the future is a computing device that will be compact, user—friendly and
powerful.

Some features that may be typical for computers of the future:

Quantum computing.

Artificial intelligence.

Virtual and augmented reality.

Quantum sensors.

/KommbroTep OYAyIIEro — 3TO BBIYHUCIHTEIBHOE YCTPOMCTBO, KOTOpPOE OYAET OTIMYaThCs
KOMITAKTHOCTBIO, yI00CTBOM HCIOJIb30BaHUS M MOIIHOCTBIO.

HekoTopsie 0cOOEHHOCTH, KOTOPBIE MOTYT OBITh XapaKTEPHBI JIJIs1 KOMITBIOTEPOB OyAyIIEro:
KBaHTOBBIE BEIYHUCICHHUS.

M cKyCCTBEHHBIN UHTEIIEKT.

BupryanbHasg u 101OJHEHHAS peAIbHOCTD.

KBaHTOBBIE CEHCOPBI. /

Computer and Humanity
OTtBert:

Human-computer interaction (HCI) is the study of human and computer activities. Three
significant characteristics of human-computer interaction are- productivity- safety-
entertainment. The above three support fulfill the activities associated with human-computer
interaction. Not only in mobile computing, but also we find human-computer interaction in other
systems like air traffic control, computer gaming, nuclear processing, and offices.

/B3aHMOﬂCﬁCTBHe YCJIOBCKAa W KOMIIBIOTECpA (HC') - OTO HU3YYCHUC NCATCIBHOCTU YCIIOBCKA U
KOMIIBIOTEPA. TpeMs{ BAXXHBIMH XapaKTCpHUCTUKaAMU BSaHMO}IeﬁCTBI/IH YCJIOBEKAa U KOMIIBKOTEpA
ABJIAOTCA TPOU3BOAUTCIILHOCTD, 0e30IMacHOCTh | Pa3BJICUCHUC. TpI/I BBIIICTICPCYNCIICHHBIX
KOMITOHEHTa 00€CIIEUHBAIOT BELIITOJIHCHUE H@ﬁCTBI/Iﬁ, CBA3aHHBIX C BSaHMOﬂeﬁCTBHeM YCJI0BCKa
U KOMIIBKOTCPA. He Tonpko B C(bepe MOOUIIBHBIX BLI‘{I/ICJ'ICHI/II\/'I, HO U B APYIrux CUCTCMaAX, TAKHUX
KakK YIpaBJICHUC BO3AYIIHBIM JABUXXCHHUEM, KOMIIBIOTECPHBIC HWIPBI, SAJACPHBIC TCXHOJIOTHMU M
O(I)I/ICLI, MbI TaKXXC CTAJIKUBACMCs C BSaHMOHeﬁCTBHCM YCJIO0BCKa U KOMHBIOTCpa./



Computer Security
OTtger:

Computer Security is the practice of protecting computer systems, networks, and data from
unauthorized access, damage, or theft. It includes various measures and technologies to protect
digital assets from a wide range of threats.

The main types of Computer Security:
Physical security.

Network security.

Information security.

/Computer Security — 3T0 mpakTHKa 3allUThl KOMIIBIOTEPHBIX CHCTEM, CETedl W IaHHBIX OT
HECAaHKI[MOHUPOBAHHOI'O JOCTYIIA, TOBPEXACHUS WIH Kpaki. OHa BKIKOYAET pa3IMuHbIE MEPHI U
TEXHOJIOTHH JIJISl 3aIIUTHI ITU(POBBIX aKTUBOB OT HIMPOKOTO CIIEKTPa Yrpo3.

Ocnosnble Tubl Computer Security:

®uznyeckas 6€30MaCHOCTbD.

CereBas 6€30MaCHOCTb.

NudopmannonHas 6e30mnacHocTb. /

4.2. TlpuMepHbIii IepedeHb NPOCThIX NPAKTHYECKHX KOHTPOJILHBIX 32IaHUI K 3a4eTy I
olLleHMBaHHsA pe3yibTatos obyuenus B suge YMEHMIM (OK 01, OK 02, OK 04, OK 05,
OK 09).

111 CEMECTP OK 02, OK 05

. Grammar and Vocabulary
1. 3anoJHHTE MPONYCKH MOAXOASLIUM apTHKJIeM a /the
1) Do you have ... sister?
2 ... flat is spacious.
3) Where are ... jeans?
4) Thereis ... piece of cake on ... plate.
OtBer: 1 3, 2 the, 3 the, 4 a, the

2. CocTaBbTe U3 CJ10B NPeAI0KeHHs
Hanpumep: Madrid Jorge from comes Jorge comes from Madrid.
1) a policeman from is John a New York
Otgert: John is a policeman from New York.
2) b married sister is your?
Otsert: Is your sister married ?
3) c¢ isn't coffee nice English very
Otset: English coffee isn't very nice.

3. Hanummre caeaymuie CymeCTBUTEJIbHbIC BO MHOKECTBCHHOM YHC/I€C:
a potato, a life, a way, a sock, a kettle, a discovery, a woman, a child, a box.

Otset: potatoes, lives, ways, socks, kettles, discoveries, women, children, boxes



4. BpliOepuTe NpaBHIBHYIO (POPMY NPHUTSZKATEJIBHOT0 MA1EKA

1..... dadis ateacher.

A Sarah's B Sarah C Sarahs'

2 Thisis ..... dog.

Al B my C mine

3 Thatcaris .....

A they B their C theirs
4 Isthis ...... ball?

A your B you C vyours

OtBer: 1A, 2B,3C, 4 A

5. BpiOepuTe NpaBUWIBHBIN OTBeET:

Example

Where she from? X
Where does she from? X
Where is she from? .
1)

a Sally is a nice girl, and | like.

b Sally is a nice girl, and I like her.
c Sally is a nice girl, and | like him.
2)

a Peter works with his father.

b Peter works with he's father.

¢ Peter works with him father.

3)

a Sally and Tim live in Madrid. They're
flat is lovely,

b Sally and Tim live in Madrid. Their flat
is lovely.

¢ Sally and Tim live in Madrid. There flat
is lovely.

4)

a She lives in a house or a flat?

b Does she lives in a house or a flat?

c. Does she live in a house or a flat?

OtBer:1b,2a,3b,4¢

6. 3amoJiHMTe MPONMYCKH HY:KHO¥# opmoii riaroua to be

1). There __ two books on the sofa.
2). There
3). Is there a table? Yes, there
4). How many chairs

Otsert: 1 are, 21is, 3 is, 4 are

a lamp next to the television.

there in the living room?

7. 3amoJiHMTe MPONMYCKH MOAXOASAIIMMH M0 CMBICJIY mpeajoramu mecra (on, behind,

in front of, near)

1). There is a magazine the table.
2). There is a wall the TV set.
3). There is a table the sofa.

4). There is a lamp an arm-chair.

Oteert: 1 on, 2 behind, 3 in front of, 4 near

8. 3amonHuTe mpomycku Mecroumenusimu much/many/few/little

“a little” or “a few”.
1).  Thereis ....money in the wallet.



2). I’'vegota .....books.
3). Thereis ...... butter left. We need to buy some.
4). Thereis a ..... pizza in the fridge if you are hungry.

Oteer: 1 much, 2 a few, 3 little, 4 a little

“much” or “many”.
1). Do you drink ... tea?
2). There isn’t .... milk in the fridge.
3). Most of the town is modern — there aren’t ... old buildings.
4). He hasn’t got ... friends.
Oteer: 1 much, 2 much, 3 many, 4 many

9. YnorpeouTe npuiaratejbHoe, JaHHOE B CKOOKAX, B MOIXO/sIIIEl CTeleHn CPABHEHMSI.
1). I don’t like this house. I prefer (modern) houses.

2). My chair isn’t very comfortable. Yours is (comfortable) than mine.

3). This building is very old. It’s (old) in the town.

4).The weather wasn’t very good yesterday but it’s (good) today.

OtgeT:1) modern 2) more  comfortable 3) the oldest  4) better



10. 3anmosTHUTE MPOMYCKH MOAXOASIIAMH NpejioramMu Bpemenu (in, at, on, at).
1). Goodbye! See you ... Friday.
2). I start work ... 8 o’clock.
3). I can’t sleep ... night.
4). Do you often go out .... the evening?
OtBer: 10N, 2at, 3at, 4in

11. 3amoiHMTE MPONMYCKH Moaxoasiieii popmoii riarosaa have miau has.
1) Tim ... two sisters.
2) ... you got a camera?
3) It’s a nice house but it ... not got a garden.
4) 1 .... blue eyes.
OtBer: 1 has, 2 have, 3 has, 4 have

12. 3amMenuTe CYIIECTBUTE/IbHLIC C npeajiorom of CYIIECTBUTEC/IbHBIMHA B
NMPUTHKATCIBHOM HAaACKe:
a meeting of students, the house of his parents, the children of my sister Mary.

Otsert: students’ meeting, his parents’ house, my sister Mary’s children

13. Ynorpedure HykHYI0 GOpMY JUYHBIX MECTOMMEHMIA:
1) | often see (they, them) in the bus.

2) She lives near (we, us).

3) (We, us) always walk to school together.

4) He teaches (we, us) English.

5) She sits near (I, me) during the lesson.

Otser: 1 them, 2 us, 3 we, 4 us, 5 me

14. 3anosHuTe Nponycku “some” uiaum “ any «
1 I can see a house, a lake and.... trees. 2 There aren't .... banana trees in Scotland. 3. Are
there ... messages for me? 4. Would you like ... grapes?

1. Reading and comprehension
IIpounTaiite TekcT. OTBETHTE HA BONPOCHI.

The Brenners

The Brenner family has a mom, a dad, three boys, two dogs, a hamster and four frogs.
They are very happy. Their house is very small. Mom and Dad share one bedroom. The three
boys share one bedroom. Their names are Billy, Bobby, and Brad. All the pets sleep in the
living room.
Mr. and Mrs. Brenner came home today from the doctor with news. It is very big news. “There
are going to be two more of us,” Mrs. Brenner says with a smile. “I am pregnant.” Billy, Bobby,
and Brad cheer. “We will have a basketball team,” Billy says. “And do you know what Dad and
I have decided we need?” asks Mrs. Brenner. “A coach?”” asks Bobby. “No,” Mr. Brenner says
with a laugh. “A bigger house. ’Over the next week, the Brenner family starts looking for a new

house. On Monday, they see a brick house with a big front porch. It has three bedrooms.



Mr. Brenner likes this one. On Thursday, they see a wooden house with a big backyard. It has
four bedrooms. Mrs. Brenner thinks this house is great. On Saturday, they see a house with four
bedrooms and a pool. The boys like this house a lot. They dream of having their friends over for
a swim. “But it’s smaller than the house we live in now!” Mrs. Brenner says. All of the houses
cost a lot of money. “I think we need to save more money before we buy a bigger house,” says
Mr. Brenner. Mrs. Brenner agrees. Soon, two new babies arrive in their very small house. Their
names are Brandi and Brooke. The two baby girls sleep in a crib by their parents’ bed. Mr.

Brenner buys a basketball hoop and puts it in the driveway.

1. What is the Brenner house like?
I. crowded

Il. small

[1. dirty

Ortser: |1

2. Who shares a bedroom?

I. Billy and Mom

I1. Brad and Dad

I11. Billy, Bobby, and Brad

OtBert: 111

3. What pets do the Brenners have?
I. two dogs

Il. a parrot

I11. four cats

OtBert: |

4. Why does Bobby say the Brenners need a coach?

I. because Mr. Brenner is too busy to coach

I1. because they need help buying a house

I11. because they will soon have enough kids for a basketball team
Otser: 111

5. Which house does Mr. Brenner like?
I. the one with a pool

I1. the one with a big backyard

I11. the one with a big front porch

Otser: 111

6. Which house does Mrs. Brenner like?
I. the one with a big front porch

I1. the one with a big backyard

I11. the one with a swimming pool

Oter: |1

7. What must Mr. and Mrs. Brenner do before buying a new house?
I. get new jobs

I1. have the babies

I11. save more money

Otser: 111



IV CEMECTP OK 02, OK 05

1. Translate into English using the construction “to be going to”:
1. Ee mwiemsiHHHK cOOMpaeTcs MPOOSKATHCS TPYCLION YTPOM.
2. Ero mnemsiHAMITA COOMPACTCS TOBS3aTh BEYCPOM.
3. OHu HaMepEBarOTCs TIOUTH B TIEIIIHIA ITOXO0JT HA KaHUKYJIax?
— Jla. OHn HaMepeBarOTCsI TOMTH B METINIA TIOXOJ] HA KAHUKYJIaX.
4. BbIHamMepeBacTech CXOIHTh B KUHO CETO/THS Bedepom?
- [a. 51 HamMepeBarOCh MOWTY B KHO CETOJTHS BEYEPOM.
Orser:
1. Her nephew is going to go jogging in the morning.
2. His niece is going to tie up in the evening.
3. Are they going hiking on vacation? - Yes. They are going hiking on vacation.
4. Are you going to the cinema tonight? 2. - Yes. | am going to the cinema tonight.

2. Replace modal verbs with their equivalents:
1. My mother-in-law can sew.
2. Their cats may sleep on the sofa.
3. Hemust attend this lecture.
4. 'You must pass your exam.
Otser: 1isable to, 2 are allowed to, 3 has to, 4 have to

3. Insert “many”, “much”, “a few”, “a little”, “few”, *little™:

1. 'm good at Russian. There are only . .. mistakes in my assays.
2.Hehas ... money. He is a rich businessman.

3. We have spent ... dollars. We have to find a job and to work hard now.
4. There were . ... students in the classroom. It was too early.

5. “The sauce is very dense. Add ... water please!””—asked she him.

6. I am not a sweet tooth. [ would like to drink a cup of tea with ... sugar.
Ortser: 1 afew, 2 much, 3many, 4 few, 5 a little, 6 little

4. Translate into English paying attention to the Tenses:

OH 00bI4HO 00eIaeT B ctosioBoit. (Present Simple)

OmH Buepa obenia B crosiosoit. (Past Simple)

On 3aBTpa nooderaet B crosiooit. (Future Simple)

OH ceitvac obemaet B cTonoBoid. (Present Continuous)

Kor1a s1 priinient B Koywiepk, on oberan B cronoBoid. (Past Simple, Past Continuous)
OH Oy1eT 00e/aTh 3aBTpa B CTOJIOBOH ¢ iBeHaIaTH 7o nosepsoro. (Future Continuous)
OH TOJIBKO UTO 1000eTa B cTosioBoit. (Present Perfect)

Kora st pwiniesnt B KOywiehk, OH yoke rooderan B ctonoBoid. (Past Simple, Past Perfect)
. K'Tomy Bpemenn, koria s 1ooepych J0 KOIe/Ka, OH YrKe II000eIaeT B CTOJIOBOM.
(Future Simple, Future Perfect)

Orser:

1 He usually has lunch in the dining room.

2 He had lunch in the dining room yesterday.

3 He will have lunch in the dining room tomorrow.

4 He is having lunch in the dining room right now.

5 When | came to college, he was having lunchin the cafeteria.

6 He will be having lunch in the dining room tomorrow from twelve to half past one.
7 He has just had lunch in the dining room.

8 When 1 got to college, he had already had lunch in the cafeteria.

9 By the time 1 shall get to college, he'll have had lunch in the cafeteria.

©CooNok~wWDNE



V CEMECTP OK 02, OK 05

Grammar and Vocabulary
1. 3anoanuTe nmponycku riaarosom be B popme Present Simple.

1) We .... full-time students.

2) Ned Blackmore ... a part-time student.
3) Peter and I ... the only boys in our class.
4)1... a first year student.

OtBer: 1 are, 21is, 3are, 4 am

2. ITocraBbTe Ty1arojbl B ckodkax B ¢popmy Present Simple.
1) As arule, I (get up) early.

2) He (attend) classes every day.

3) She (have) a lesson of History on Monday.

4) Eric and Jim (study) English.

Otset: 1 get up, 2 attends, 3 has, 4 study

3. Huxe manbl mpendio:kenust B Present Simple. Ilpounraiite u HanummuTe ux a) B Past
Simple b) B Future Simple

1) He teaches us English.

2) The lesson is over.

3) I get scholarship.

4) We study by correspondence.

Otset: 1 taught, will teach 2 was, will be 3 got, shall get 4 studied, shall study

4. BbiGepuTe mpaBWIbLHYIO popmy riaaroaa (Simple uau Continuous)
1) I studied/was studying physics at the university.

2) I'm taking a course/take a course in Philosophy now.

3) I hope, they will go/will be going to the library on Friday.

4) She entered/ was entering Academy last year.

Otset: 1 studied, 2 I’m taking a course, 3 | hope, they will go, 4 entered

5. Boi0epuTe npaBuJibHbIIi BAPHAHT.
1) Oxford and Cambridge are ... universities.
a) English
b) Russian
¢) American
OTtger: a
2) All students pay ... for study.
a) a grant
b) a fee
c) a credit
OtBer: b

3) Harvard University has educated many ...



a) musicians
b) politicians
C) sportsmen

OtBer: b

6. 3amostHUTE Mponmycku npeasoramu (in, on, by, from):

e My friend graduated ... the institute ... 1995.

e The institute is headed ... the director.

e [ like Prof. Pavlenko’s lectures ... economics.
Oteer: 1 from, in 2 by, 3on

7. CocTaBbTe NpeIo:KeHNe U3 CJIeyIOIHX CJI0B.

1) My/ studies/ Cambridge./ sister/ at/

2) a year./ Students/ examinations/ at/ end of/ have/ the/
3) am/ student/ of/ a/ economics./ I/

OTBer:

1 My sister studies at Cambridge.

2 Students have examinations at the end of a year.

3 | am a student of economics.

Il. Reading and comprehension
IIpounTaiite Tekcr. OTBETHTE HA BONPOCHI.

University of Oxford
The University of Oxford (informally referred to as Oxford University or
simply Oxford) is a research university located in Oxford, England.
Although its exact date of foundation is unclear, there is evidence of
teaching as far back as 1096. Oxford is the oldest university in the
English-speaking world, and the second-oldest surviving university in the
world, after the University of Bologna.
The University of Oxford is commonly abbreviated as "Oxon.", from the
Latin Universitas Oxoniensis. Since 2007, "Oxf" has been used in official
university publications.
The university has a long history. It grew rapidly from 1167 when Henry Il banned English
students from attending the University of Paris. After disputes between students and Oxford
townsfolk in 1209, some academics fled north-east to Cambridge, where they established what
became the University of Cambridge.
Most teaching at Oxford is organised around weekly tutorials at self-governing colleges and
halls, supported by classes, lectures. Laboratory work is organised by university faculties and
departments. Oxford regularly contends (conepaunuaer) with Cambridge for first place.
The university is home to the Clarendon Scholarships for graduate students. Around 20,000
students applied in 2012-13 for 150 scholarships. For more than a century, it has also served as
the home of the Rhodes Scholarship, which brings students from a number of countries to study
at Oxford as postgraduates




Questions about the text

1. The University of Oxford is the oldest university in England.
a.true b. false c. we don’t know

2. Oxon is the old name of Oxford.
a. true b. false c¢. we don’t know

3. There has always been a competition between Cambridge and Oxford.
a. true b. false c. we don’t know

4. In 1167 Henry Il banned students from attending the University of Oxford.
a.true b. false c. we don’t know

OtBer:13,2b,3c¢c,4b

VI CEMECTP OK 02, OK 05

1. Read and translate the text orally and answer the questions.

Computers
Generally, any device that can perform numerical calculations, even an adding machine, may be
called a computer but nowadays this term is used especially for digital computers. Computers
that once weighed 30 tons now may weigh as little as 1.8 kilograms. Microchips and
microprocessors have considerably reduced the cost of the electronic components required in a
computer. Computers come in many sizes and shapes such as special-purpose, laptop, desktop,
minicomputers, supercomputers.

Special-purpose computers can perform specific tasks and their operations are limited to the
programmes built into their microchips. There computers are the basis for electronic calculators
and can be found in thousands of electronic products, including digital watches and automobiles.
Basically, these computers do the ordinary arithmetic operations such as addition, subtraction,
multiplication and division.

General-purpose computers are much more powerful because they can accept new sets of
instructions. The smallest fully functional computers are called laptop computers. Most of the
general-purpose computers known as personal or desktop computers can perform almost 5
million operations per second.

Today's personal computers are know to be used for different purposes: for testing new theories
or models that cannot be examined with experiments, as valuable educational tools due to
various encyclopedias, dictionaries, educational programmes, in book-keeping, accounting and
management. Proper application of computing equipment in different industries is likely to result
in proper management, effective distribution of materials and resources, more efficient
production and trade.

Minicomputers are high-speed computers that have greater data manipulating capabilities than
personal computers do and that can be used simultaneously by many users. These machines are
primarily used by larger businesses or by large research and university centers. The speed and
power of supercomputers, the highest class of computers, are almost beyond comprehension, and
their capabilities are continually being improved. The most complex of these machines can
perform nearly 32 billion calculations per second and store 1 billion characters in memory at one
time, and can do in one hour what a desktop computer would take 40 years to do. They are used



commonly by government agencies and large research centers. Linking together networks of
several small computer centers and programming them to use a common language has enabled
engineers to create the supercomputer. The aim of this technology is to elaborate a machine that
could perform a trillion calculations per second.

1. What are the main types of computers?

2. How do the computers differ in size and methods of their application?

3. What are the main trends in the development of the computer technology?

OTtBer:
1 The main types of computers are Super Computer, Mini Computer, Personal Computer
(PC), Analog Computer, Digital Computer.
2 Computers differ in many sizes and shapes such as special-purpose, laptop, desktop,
minicomputers, supercomputers.
3 The main trend in the development of the computer technology is to elaborate a
machine that could perform a trillion calculations per second.

VII CEMECTP OK 01, OK 02, OK 04, OK 05, OK 09 .
- kK nudepeHpoBaHHOMY 3a4eTy JJIsl OLICHUBAHUA pe3ybTaToB 00yuyeHus B Buae Y MEHUU.

. Answer the following questions:

. What can computer do with the right program?

. Can you explain what programmability is?

. What is programming and why good programs can be compared with masterpieces of arts?

. What kind of person can become a good programmer?

. What percent of the English word stock does an average Englishman know?

. Can you give your own examples of natural languages ambiguity?

. Why are natural languages not able to describe precise steps and decisions needed in a
computer program?

8. Can you summarize all reasons why natural languages are not well suited for programming?

~NoO OoTh~ WN R

OTBer:

1) A computer can perform certain tasks using programs that are sets of instructions.

2) Programmability is the ability of a system (both software and hardware) to execute specified
instructions.

3) Programming is the process of writing instructions that make a computer do something useful.
It is a creative activity that combines aspects of art, engineering and science.

4) The most important skills for a programmer to have are:

Proficiency in programming languages

Problem-solving skills

Deep and broad technical experience

Attention to detail

Creativity and innovation

Big-picture focus

Time and task management skills

Collaboration and communication skills

5) According to some estimates, the average native speaker knows between 20,000 and 35,000
words.

6) Language ambiguity can be understood as an illustration of the complexity of language itself.
Examples of lexical ambiguity are everywhere. In fact, almost any word has more than one
meaning. "Note" = "A musical tone" or "A short written record.”



7) Natural languages are unable to describe the exact steps and solutions required in a computer
program due to their complexity and intricacy. Their interpretation requires not only knowledge
of the list of commands, but also the cultural context in which the speaker is located.

8) The set of functions that a computer can perform is quite small, so the number of language
constructs required for this is also limited. On the contrary, natural languages must be able to
express the entire human experience, and this requires a variety of language constructs.

2. Translate sentences from Russian into English:

1. KOMHBI-OTepHOC MporpaMMUupoOBaHUC — 3TO ACATCIIbHOCTD, PC3YyJIbTATOM KOTOpOP'I ABJIACTCA
IIOCJICA0BATCIIbHOCTD I/IHCprKI_II/Iﬁ AJI1 KOMITIBIOTEpA.

2.K C4HacCThIO, 4TOOBI OBITh XOpoumuM IporpaMmMucTOM, HE 00s3aTeNbHO O6J'Ia,Z[aTB 3THUMHU
PCAKHMHU Ka4CCTBAMMU.

3. CYH_IGCTByeT HECKOJIBKO IMPUYHH, I10 KOTOPBIM €CTCCTBECHHBIC A3BIKW HE IMOAXOIAT AJIA
06H_I€HI/I}I MCIKAY YCIIOBECKOM U KOMIIBIOTCPOM.

4. I/I3yquHe €CTECTBCHHOI'O sI3bIKAa MOXXET OTHSTH HECKOJIBKO JIET HHTCHCHUBHBIX YCHHHﬁ.

5. HCOI[HO?;Ha‘IHOCTB C€CTECTBCHHBIX SA3BIKOB TAKXK€ HC ITO3BOJISICT UCITOJb30BAaTh UX I
[IPOrpaMMHUPOBAHUA.

6.K COKaJICHUI0, BO BCEX €CCTCCTBCHHLIX SA3bIKAX IMPaBUJid I'PAMMAaTUKN UMCIOT UCKIIIOYCHUA,
KOTOPBIC HYKHO 3ayUHUBAThb.

7. EcTecTBEHHBIE SI3BIKU O6HaI[aIOT TCHIIGHIII/ICI;'I K I/I36I)ITOtIHOCTI/I, YTO HE ITO3BOJILCT HA3BATh UX
OKOHOMHUYHBIM CPCACTBOM BBIPAKCHUA MBICJICH.

8. D PeKTHBHBIN SI3BIK TPOTPAMMUPOBAHUS HY)KJIAETCS B CPEACTBAX a0CTPAKIHH, C IIOMOIIBIO
KOTOPBIX CJIIOKHBIC 00BEKTHI MOKHO HA3bLIBATh U 06pau1aTLc;1 C HUMH KaK C CIUHBIM L CIIbIM.

9. XapakTepucTka, KOTopasi OTJINYaeT KOMIIBIOTEP OT APYTUX YCTPOHCTB — 3TO
[IPOrpaMMHUPYEMOCTb.

OTtBer:

1. Computer programming is an activity that results in a sequence of instructions for a computer.
2. Fortunately, to be a good programmer, you don't have to have these rare qualities.

3. There are several reasons why natural languages are not suitable for human-computer
communication.

4. Learning a natural language can take several years of intensive effort.

5. The ambiguity of natural languages also prevents them from being used for programming.

6. Unfortunately, in all natural languages, grammar rules have exceptions that need to be
memorized.

7. Natural languages have a tendency to redundancy, which does not allow them to be called an
economical means of expressing thoughts.

8. An effective programming language needs abstraction tools with which complex objects can
be named and treated as a single whole.

9. The characteristic that distinguishes a computer from other devices is programmability.

3. Read and translate the text in writing.

COMPUTER CRIMES

More and more, the operations of our businesses, governments, and financial institutions
are controlled by information that exists only inside computer memories. Anyone clever enough
to modify this information for his own purposes can reap substantial re wards. Even worse, a
number of people who have done this and been caught at it have managed to get away without
punishment.

These facts have not been lost on criminals or would-be criminals. A recent Stanford
Research Institute study of computer abuse was based on 160 case histories, which probably are



just the proverbial tip of the iceberg. After all, we only know about the unsuccessful crimes.
How many successful ones have gone undetected is anybody's guess.

Here are a few areas in which computer criminals have found the pickings all too easy.
Banking. All but the smallest banks now keep their accounts on computer files. Someone who
knows how to change the numbers in the files can transfer funds at will. For instance, one
programmer was caught having the computer transfer funds from other people's accounts to his
wife's checking account. Often, tradition ally trained auditors don't know enough about the
workings of computers to catch what is taking place right under their noses.

Business. A company that uses computers extensively offers many opportunities to both
dishonest employees and clever outsiders. For instance, a thief can have the computer ship the
company's products to addresses of his own choosing. Or he can have it issue checks to him or
his confederates for imaginary supplies or ser vices. People have been caught doing both.

Credit Cards. There is a trend toward using cards similar to credit cards to gain access to
funds through cash-dispensing terminals. Yet, in the past, organized crime has used stolen or
counterfeit credit cards to finance its operations. Banks that offer after-hours or remote banking
through cash-dispensing terminals may find themselves unwillingly subsidizing organized crime.

Theft of Information. Much personal information about individuals is now stored in
computer files. An unauthorized person with access to this information could use it for
blackmail. Also, confidential information about a company's products or operations can be stolen
and sold to unscrupulous competitors. (One attempt at the latter came to light when the
competitor turned out to be scrupulous and turned in the people who were trying to sell him
stolen information.)

Software Theft. The software for a computer system is often more expensive than the
hardware. Yet this expensive software is all too easy to copy. Crooked computer experts have
devised a variety of tricks for getting these expensive programs printed out, punched on cards,
recorded on tape, or otherwise delivered into their hands. This crime has even been perpetrated
from remote terminals that access the computer over the telephone.

Theft of Time-Sharing Services. When the public is given access to a system, some members of
the public often discover how to use the system in unauthorized ways. For example, there are the
"phone freakers" who avoid long distance telephone charges by sending over their phones
control signals that are identical to those used by the telephone company.

Since time-sharing systems often are accessible to anyone who dials the right telephone
number, they are subject to the same kinds of manipulation.

Of course, most systems use account numbers and passwords to restrict access to
authorized users. But unauthorized persons have proved to be adept at obtaining this information
and using it for their own benefit. For instance, when a police computer system was
demonstrated to a school class, a precocious student noted the access codes being used; later, all
the student's teachers turned up on a list of wanted criminals.

Perfect Crimes. It's easy for computer crimes to go undetected if no one checks up on
what the computer is doing. But even if the crime is detected, the criminal may walk away not
only unpunished but with a glowing recommendation from his former employers.

Of course, we have no statistics on crimes that go undetected. But it's unsettling to note
how many of the crimes we do know about were detected by accident, not by systematic audits
or other security procedures. The computer criminals who have been caught may have been the
victims of uncommonly bad luck.



For example, a certain keypunch operator complained of having to stay overtime to
punch extra cards. Investigation revealed that the extra cards she was being asked to punch were
for fraudulent transactions. In another case, disgruntled employees of the thief tipped off the
company that was being robbed. An undercover narcotics agent stumbled on still another case.
An employee was selling the company's merchandise on the side and using the computer to get it
shipped to the buyers. While negotiating for LSD, the narcotics agent was offered a good deal on
a stereo!

Unlike other embezzlers, who must leave the country, commit suicide, or go to jail,
computer criminals sometimes brazen it out, demanding not only that they not be prosecuted but
also that they be given good recommendations and perhaps other benefits, such as severance pay.
All too often, their demands have been met.

Why? Because company executives are afraid of the bad publicity that would result if the
public found out that their computer had been misused. They cringe at the thought of a criminal
boasting in open court of how he juggled the most confidential records right under the noses of
the company's executives, accountants, and security staff. And so another computer criminal
departs with just the recommendations he needs to continue his exploits elsewhere.

OTBeTt:

KOMIIBYOTEPHBIE [NIPECTVYIIVIEHUA

Bce wame onepanuu Hammx HOpeInpUsATHH, MPaBUTENbCTB U (PUHAHCOBBIX YUPEKICHHI
KOHTPOJHMPYIOTCS HHPOPMaLUEi, KOTOpast CYIIECTBYET TOJIBKO B MaMATH KoMIbioTepa. JIro6oii,
y KOIro XBaTUT yMa HM3MEHMThb 3Ty HH()OPMAIMI0 B CBOUX ILENAX, MOXXET IOJyYUTh
3HAYUTEIIbHBIE BBITOJBI. UTO eme Xyke, HEKOTOPBIM JIFO/ISIM, KOTOPbIE COBEPIIIIN 3TO U OBLIH
no¥MaHbl Ha MECTe MPECTYIJICHUS, YAAJI0Ch N30eKaTh HaKa3aHusl.

Ot (akTbl HE OCTAJIUCh HE3aMEUEHHBIMH NPECTYMHMKAaMU WM MOTEHUUAIbHBIMU
npectynHukamu. HenaBHee umcciieoBaHME€  KOMIBIOTEPHOTO  HACHUIIMS, IPOBEIEHHOE
CtaH(pOpACKUM UCCIIEIOBATEILCKUM UHCTUTYTOM, ObUIO OCHOBaHO Ha 160 ucTopusX cilydaes,
KOTOPbIE, BEPOSTHO, SIBJISIOTCS JIMIIb MTPECIOBYTOH BEepXyIIKOH alicOepra. B KoHIle KOHIIOB, MBI
3HaeM TOJBKO O HEYJAYHbIX NPECTYIIEHUSX. MOXKHO TOJNBKO JOraJbIBaThCs, CKOJIBKO
YCHEIIHBIX IPECTYIUIEHUI OCTaJIOCh HE3aMEUYEHHBIMM.

Bor Heckosnbko 005acTeil, B KOTOPBIX KOMIIBIOTEPHBIE MPECTYNMHUKU CTaIH CIUIIKOM
Jerkoil nooObrueit. bankoBckoe neno. Bece OaHKHM, 32 HCKIIIOYEHHMEM CaMbIX MENKHX, Telepb
XpaHAT CBOM CueTa B KOMIIBIOTEpHBIX (hainax. ToT, KTO 3HaeT, Kak M3MEHHUTh HOMEpa B
daiinax, MOXeT TMepeBOAUTh CpeAcTBa IO CBOeMy YycMoTpeHuto. Hampumep, oauH
IPOrpaMMUCT ObUT MOMMaH Ha TOM, YTO C MOMOIIbIO KOMIIBIOTEPA MEPEBOJAUI CPEICTBA CO
CYETOB JPYrMX JIIOJEH Ha PACUETHBIA CUET CBOEH JKeHbl. YacTo ayauTopsl, NpOILIEAIINe
TPAAUITMOHHYIO TIOATOTOBKY, HEIOCTAaTOYHO pa30uparoTcs B paboTe KOMITBIOTEPOB, YTOOBI
HNOHATh, 4YTO MPOMCXOAWUT NPSAMO Yy HUX mox HocoM. busnec. Kommanwus, mmpoko
UCIIOJB3YIOLIasl ~ KOMIIBIOTEPBI,  IPEAOCTAaBISIET  MHOXECTBO  BO3MOJKHOCTEH  Kak
HEZ00pOCOBECTHBIM COTPYJIHUKAM, TaK U XUTPOYMHBIM ayTcaizepam. Hanpumep, Bop Moxer
3aCTaBUTh KOMIBIOTEP OTHPABIATH IMPOMYKIHUIO KOMIIAHMU IO aJpecaM, KOTOpBIE OH caM
BbIOepeT. nu oH MOKEeT 3aCTaBUTh KOMITBIOTEp BbIJAaBaTh YEKHU €MY WIJIM €ro COOOUTHUKAM 3a
BOOOpakaeMble MOCTaBKH WK yciyru. Jlronel JoBWIM M Ha TOM, U Ha Apyrom. KpeautHeie
kapThl. CyllecTByeT TEHACHIIMS K UCIIOJIb30BAHUIO KapT, MOX0XKUX HA KPEIUTHBIE KApPThI, AJIs
MIOJIy4€HHUsl OCTyNa K CPEACTBaM 4Yepe3 TEPMUHAJBI BbIAAUM HAIWYHBIX. OHAKO B MPOLLIOM
OpraHM30BaHHAsl MPECTYMHOCTh HCIOJIb30Bajia YKpPaJeHHbIE WIN TMOAJIENbHbIE KpPEIUTHBIE
KapThbl [Uid (MHAHCUPOBAHMs CBOMX omepanuii. baHku, mpeiararoomne yciayrd B Hepabouee
BpeMsI WM AUCTAaHLIMOHHOE 0AaHKOBCKOE OOCTYKMBaHUE Yepe3 TEPMUHAJbI BbIJaUl HATMYHBIX,
MOTYT OKa3aTbCsl BEIHYKJICHHBIMH CyOCHIMPOBATh OPraHU30BaHHYIO IPECTYITHOCTb.

Kpaxa undopmanuun. bonpmias vacte Ju4HOM HHGOpManuMu O (U3HUECKUX JIHMIAX B



HACTOsIIIIEE BPEeMsl XpaHUTCS B KOMIIBIOTEpHBIX (aitnax. JIumo, He uMeromiee 10CTyna K 3TOH
UHpOpMaLlUK, MOXET HCIONb30BaTh €€ Ul MmaHTaxa. Kpome Toro, KoHOHAEHIMAIbHAs
uHpopMaLKs O MPOAYKTAX WIM ONepalusx KOMIAHHUM MOXKET ObITh yKpajJeHa W TMpoJiaHa
HEel00pOCOBECTHBIM KOHKYpeHTaM. (OfHa W3 IOCIEeIHUX IONBITOK ObLIa pacKphiTa, KOrAa
KOHKYPEHT OKa3aJicsi LIENETUIbHBIM M BBIJAJI JIIOJEH, KOTOpbIE IBITAIUCh IPOAAaTh €My
yKpageHHyro  uHpopmanuio.) Kpaxa nporpamMHoro obecneuenus. [Iporpammuoe
o0OecrieyeHHe [UIsl KOMIIBIOTEPHOM CHCTEMBl 4YacTO CTOUT JOpOXKE, 4YEM allapaTHOe
obecnieyeHre. OJHAKO 3TO JOPOrOCTOSIIEE MPOrpaMMHOE OOECIEYEHHE CIMIIKOM JIErKO
ckonupoBatb. HenoOpocoBeCTHbIE KOMIIBIOTEPHBIE KCIEPThI M300ped MHOXKECTBO YJIOBOK,
MO3BOJIAIOIIMX pacredyaratb 3TH JOPOTOCTOAIIME MpPOrpamMMbl, HAHECTH WX HAa KapTOUKH,
3anucaTh Ha MAarHUTHYIO JICHTY MJIM UHBIM 00pa30M MOJIY4YHUTh B CBOU PYKH. DTO MPECTYIICHHE
coBepuIaeTcs Jake ¢ YAAJIEHHBIX TEPMUHAJIOB, KOTOPbIE MOJIYYaOT JOCTYIl K KOMIBIOTEPY IO
tesneony. Kpaxa yciyr no pasznenenuto BpeMenu. Korga oOniecTBeHHOCTH MTPEJOCTaBISAETCS
JOCTyIl K CHUCTEME, HEKOTOpbleé W3 HHMX 4YacTO Y3HAIOT, KaK HCIOJb30BaTh CUCTEMY
HECaHKITMOHUPOBAHHBIMU criocobamu. Hampumep, ecth "TenedoHHbIE HapKOMaHBI", KOTOPHIC
U30eraloT IJaThl 3a MEXKIYTOPOAHIOI Telne(OHHYIO CBS3b, MOCHUIAS HA CBOU TENE(POHBI
YIPaBIISIONUE CUTHAJIBI, HICHTUYHBIE T€M, KOTOPbIE UCHOJIb3YIOTCS Tee(hOHHOM KOMIaHUEH.
[TockonbKy CHCTEMBI pa3/ieieHus] BpEMEHH 9acTO JOCTYITHBI JTI000MY, KTO HaOMpaeT HY KHBIH
Tes1e(DOHHBIM HOMEp, OHU IOJBEPraloTCs TAKUM K€ MaHUIysauusM. KoHedHo, OOJIBIIMHCTBO
CUCTEM UCHOJb3YIOT HOMEpAa YYETHBIX 3amucel W Mapoiau Jii OrpaHWYEHUs JOCTyIa
aBTOPU30BAaHHBIX ITOJIb30Barened. HOo HEyNmoJIHOMOYEHHBIE JMIIA OKAa3aJIUCh MacTepaMu B
MOJIy4€HUHU 3TOM MH(pOpMalMu U MCIOJNb30BaHUM €€ B CBOMX MHTepecax. Hampumep, xorga
LIKOJIBHOMY KJIACCY JE€MOHCTPUPOBAIM IOJMLEHCKYI0 KOMIIBIOTEPHYIO CUCTEMY, HE IO IroJlaM
Pa3BUTHIN YYEHUK 3aMETUJI UCIIOJIb3YEMbIE KObI IOCTYIIA; MI03KE BCE YUUTENS 3TOT0 YUEHUKA
OKa3aJuChb B CIUCKE pPa3bICKUBAEMBIX NPECTyNHUKOB. (COBEpLIEHHBIE IPECTYIUICHHUS.
KomnploTepHble IpecTyIUIeHUs JETKO OCTal0TCA HE3aMEUEHHBIMU, €CJIM HUKTO HE MPOBEPSIET,
4yTo AenaeT koMmmnbioTep. Ho naxe ecnu mpectyruieHue OyAeT pacKpbiTO, MPECTYHMHUK MOXKET
YATH HE TOJBKO Oe3HaKa3aHHBIM, HO W C XOpOIICH pPEeKOMEHIAIMeld OT CBOMX OBIBIIMX
paboronareneii. KoHeuHo, y HAac HET CTaTUCTUKH O MPECTYIUICHUSAX, KOTOpPbIE OCTAOTCS
He3aMeueHHbIMU. Ho BbI3bIBaeT TpeBory TOT (DakT, YTO MHOTHME W3 H3BECTHBIX HaM
NPeCTYIUIeHUH ObUTM OOHapyKeHbI CIy4aiHO, a HE B Pe3yJbTaTe CUCTEMATHYECKUX MPOBEPOK
WIM JApYTUX mpoueayp obecneueHus Oe3onacHOCTH. KoMmmbroTepHbIE NPECTYMHUKH, KOTOPbIE
ObUIM TIOMMaHBI, BO3MOXKHO, CTalM >KEPTBaMU HEOOBIYHOro HeBe3eHHs. Hampumep, Hekas
orepaTop Mo HabOpy KJaBHaTypbl IOXKajoBajach Ha TO, YTO €M MPUIUIOCH 3aJep’KaThCs
CBEPXYPOYHO, YTOOBI NMPOOUTH JIONOJHUTENbHBIE KapTOuku. PaccienoBaHue Mokasano, 4To
JOTIONIHUTEIbHBIE KAapTOUYKH, KOTOpbIE €€ MPOCHIM HpOOUTh, MpeIHA3HAYAIUCh IS
MOILIEHHUYECKUX onepanuil. B apyrom ciiydyae HeIOBOJIbHBIE COTPYAHHUKH COOOIIMIN 00
orpaOJjeH1H KOMIIaHUU. ATE€HT 110 00pbOe ¢ HapKOTUKAMHU MO/ IPUKPBITHEM HATKHYJICS Ha ellle
ozHO nieno. COTpyIHHK MpoJaBaj TOBapbl KOMIAHUU HA CTOPOHE U C MOMOIIBIO KOMIIBIOTEPA
OTNpaBisul UX MokynatensiM. Bo Bpems nmeperoBopoB o nokynke JICJ[ arenty mo 6opnbe ¢
HapKOTHKaMM TNPEJIOKUIN BBITOJHYIO CACIKY IO Npojaxe crepeocuctemMsl! B orimuume or
JIPYTUX pacTpaTUMKOB, KOTOPbIE BBIHYKIEHBI MOKHHYTh CTpaHy, COBEPIIUTh CaMOYyOHIICTBO
WIA CeCThb B TIOPbMY, KOMIIBIOTEPHBIE MPECTYNHUKUA WHOT/A BEAyT ceOs Haryo, TpeOys He
TOJIBKO TOTO, YTOOBI UX HE MpecieNoBalld MO 3aKOHY, HO M TOT0, YTOOBI MM Jalli XOpOIINe
PEKOMEHIalluHU ¥, BO3MOXKHO, APYTHe JIbIOThI, TAaKUe KaK BBIXOAHOE nocobue. CIUIIKOM 4acTo
ux TpeOoBaHUA yAOBIETBOPsIUCH. [louemy? [loToMy 4TO pyKOBOAMTENM KOMIAHUI OosATCS
IUIOXOM OTJIaCKHM, KOTOpasi Moryia Obl BOZHUKHYTh, €ClIM Obl OOIIECTBEHHOCTh Y3Haja, YTO UX
KOMIIbIOTEp OBbUI HCIOJIb30BaH HE MO Ha3HaueHuio. VX mepeaepruBaer Npu MBICIH O
IPECTYITHUKE, XBACTAIOIIEMCS] B OTKPBITOM Cy/1€0HOM 3aCeaHuU TeM, KaK OH MaHHITYJIHPOBa
caMbIMU KOH(QHIEHIHATbHBIMU JOKYMEHTAMU IPSIMO M0J] HOCOM y PYKOBOAMTENEH KOMIaHHH,
Oyxrairepa.
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